ZDHC INTRANET
USER TERMS AND CONDITIONS FOR ACCESS TO AND USE
Welcome to the ZDHC Intranet

When you register to access the ZDHC Intranet you acknowledge that you have read,
understand and will abide by these User Terms and Conditions for Access and Use of the
ZDHC Intranet. Stichting ZDHC Foundation reserves the right to change, update and revise
these Terms and Conditions for Access and Use of the ZDHC Intranet from time to time and
at its sole discretion, by posting the most current version of the Terms and Conditions in the
ZDHC Intranet.

Consent to Processing of Personal Data:

In the course of registration or use of the ZDHC Intranet you will be asked to provide
Personal Data. By registering you declare your explicit consent to the processing of the
Personal Data within ZDHC Intranet. The consent may be withdrawn at any time which will
not affect the lawfulness of the processing before the consent was withdrawn.

Stichting ZDHC Foundation declares that all Personal Data will be stored and processed in
accordance with Regulation (EU) 2016/679 on the protection of natural persons with
regard to the processing of personal data and on the free movement of such data.

For more details see the ZDHC Group Privacy Notice available at
https://www.roadmaptozero.com/privacy-notice

1. ZDHC Intranet

1.1. Stichting ZDHC Foundation (ZDHC) runs and maintains a cloud-based system
which enables its users to share content with each other (ZDHC Intranet). The
functionality and structure of the system are determined in detail by ZDHC at its sole
discretion and may be subject to ongoing changes (Service).

1.2. ZDHC may modify, suspend or discontinue this Service at any time, for any reason,
at its sole discretion. ZDHC reserves the right to refuse service to anyone for any
reason at any time.

1.3. User acknowledges, understands and agrees that ZDHC provides the Service "As
Is" and "As Available" without warranty or condition of any kind, either express or
implied, including, but not limited to, the implied warranties of availability, accuracy,
reliability, timeliness, security completeness or non-infringement. ZDHC also makes
no warranty that the Service will meet the user's requirements.

2. Registration and Personal User Information

2.1. Access is granted expressly by ZDHC exclusively to personnel and representatives
of organisations (User) contributing to ZDHC (ZDHC Contributors). User declares
to be authorised for registration by and to act on behalf of a ZDHC Contributor. In
case the authorisation expires (e. g. due to a change of employment) User will inform
ZDHC unsolicited and without delay. ZDHC reserves the right to verify authorisation
by submitting an inquiry to the ZDHC Contributor.

2.2. ZDHC is not responsible for maintaining the security of User's username and
password. It is User’s responsibility to notify ZDHC if there are indications that the
username or password have been compromised or used in an unauthorised manner.
ZDHC assumes no responsibility, liability or obligations for any loss or damage to
resulting from your failure to comply with the security of username and/or password.

2.3. User agrees not to share username and password with other people. Each User
account may only be used by one person. User is responsible for all activity and
usage of the Service and for all content created on, posted to or accessed under the
username and password, unless such use of the username and password were
made by an unauthorised third party as a direct result of a failure of the protection
mechanisms according to the state of the art as implemented by ZDHC.
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User must provide a name, valid email address and other information necessary to
register with the Service. User agrees to provide true and accurate information to
register with the Service. User further agrees not to impersonate any person or entity
or a false identity or attempt to manipulate identifiers to mislead or disguise the origin
of any information used to access the Services. Irrespective of ZDHC’s right to
refuse Services at any time as to section 1.2 ZDHC reserves the right to terminate
User’s access to the Services upon the discovery that the information provided is not
complete or accurate. Personal user information is subject to ZDHC’s Group Privacy
Notice here.

The use of ZDHC Intranet is limited to content and material related to ZDHC
Roadmap to Zero Programme and ZDHC'’s activities in the field of sustainable
chemical management. Any content and material other than that must not be
uploaded to or be shared via ZDHC Intranet.

All rights, title and interest in and to all information, content and material contained
in the ZDHC Intranet remain with the organisation (ZDHC, ZDHC Contributor) by
whom it was created and contributed. When Using the Service User is acting on
behalf of the ZDHC Contributor he/she is representing. Thus User may not claim any
rights with regard to information, content and material he/she provided to or obtained
from ZDHC Intranet or to any contributions made thereto.

All the information, content and material contained in the ZDHC Intranet is strictly
confidential to ZDHC Contributors, regardless of whether or not it is expressly
marked as “Confidential” and is subject to a Non-Disclosure Agreement signed by all
ZDHC Contributors in similar terms. This means that information, content and
material from the ZDHC Intranet must only be used in connection with working
activities in relation to the ZDHC Roadmap to Zero Programme and ZDHC'’s
activities in the field of sustainable chemical management, that User is not entitled to
share or distribute this information outside of the Users organisation and that User is
not entitled to use this information for commercial gain or other commercial purposes
e.g. to develop or sell services in the field of chemical management. The Non-
Disclosure Agreement that the Users organisation has signed and is subject to can
be requested via contribute@zdhc.org.

In case User resigns from representing the ZDHC Contributor User will inform
ZDHC unsolicited and without delay. User must not use any information, content or
material obtained via ZDHC Intranet after resignation.

When using ZDHC Intranet user is responsible for complying with all applicable
local, state, national and foreign laws relating to the use of the Service. User may not
violate any applicable law or regulation, post or transmit any materials that violate
any applicable local law. User, in particular, agrees not to upload, post, email or
transmit otherwise any material that is illegal. ZDHC, in its sole discretion, may
remove content and block user access to any content that it determines to be illegal,
threatening or in violation of another party's intellectual property.

User agrees not to knowingly upload, post, email or transmit otherwise any material
that contains, software viruses, trojan horses, worms, files or programs intended to
interrupt, destroy, deface or limit the use, access or functionality of the Service.

User agrees not to "reverse engineer," change, modify, hack, make derivative
works, exploit, or crack any portion of the Service for the purposes of storing,
licensing, sublicensing, selling, reselling, copying, duplicating, reproducing,
distributing or making available to any third party.

User agrees not to "crawl!" or "spider" or release any automated software or service
to obtain information stored, saved or contained on any web page as part of the
Service.

User agrees to receive administrative and legal notices about the Service
electronically via email.




4. Liability

4.1. ZDHC does not accept any responsibility for content and material provided by users
via the ZDHC Intranet, in particular not for its accuracy and usability. Likewise,
ZDHC is not liable for any misuse of content or material by users in violation of these
terms and conditions or the Non-Disclosure-Agreement signed by the ZDHC
Contributors or by any third party unlawfully gaining access to the ZDHC Intranet.

4.2. Irrespective of clause 1.3 in the event of an interruption of Service, user agrees to
hold ZDHC harmless and not liable for any minor, material or consequential loss to
the user's business, practice or services. User agrees to defend, indemnify, and hold
harmless ZDHC, its officers, directors, employees and its agents from and against
any claims, actions or demands, including without limitation reasonable legal and
accounting fees, made by any third party due to or resulting from use of the Service
or violation of this Terms of Service.

5. Final Provisions

5.1.  The failure to enforce any right or provision of these terms and conditions shall not
constitute a waiver of such right or provision.

5.2. The legal relationship between ZDHC and the User shall be governed by the law of
the Netherlands without regard to its conflicts of law provisions. Any disputes,
actions, claims or causes of action arising out of or in connection with the use of the
ZDHC Intranet shall be subject to the exclusive jurisdiction of the courts located in
the Netherlands.

5.3. In the event that any of the provisions contained in these Terms and Conditions is
held to be invalid, illegal, or unenforceable in any respect, such invalidity, illegality or
unenforceability shall not affect any other provisions of these Terms and Conditions,
and these Terms and Conditions shall be construed as if the invalid, illegal, or
unenforceable provisions had never been contained in it.

APPENDIX
ZDHC Group Services Privacy Policy

Introduction

ZDHC Group!"! (ZDHC Group) is taking the opportunity to update its privacy policy!? for services to
make it easier to understand what information and data® ZDHC Group collects and why (Policy). For
‘personal data’ (see below) this policy takes into account requirements of the EU General Data
Protection Regulation (known as GDPR) and as provided for in the ZDHC Group Privacy Notice
(Appendix A). This policy is included as part of the applicable User Terms and Conditions relating to
ZDHC Group Services and is shared on relevant web-based Services.

This Policy is for users of ZDHC Group web-based platforms, products and services including and not
limited to the ZDHC Gateway, ZDHC Academy, ZDHC Intranet (Contributors only), Implementation
HUB Supplier Platform including Supplier to Zero Platform, ZDHC Group event registration tool
(together called Services) and is intended to clarify the following:

1. the types of information collected by ZDHC Group;

2. how ZDHC Group uses, stores and processes collected information; and

3. how individuals (for personal data) and organisations can have their information reviewed,

updated, or removed.

About ZDHC Group

The ZDHC Group works to enable the textile, apparel, and footwear (including leather) industries (the
‘Industry’) to implement sustainable chemical management best practice across the value chain, with
the vision of the widespread implementation of sustainable chemistry, driving innovations and best
practices in the Industry to protect consumers, workers and the environment. ZDHC Group believes
that, providing guidelines, platforms and solutions, fostering collaboration and driving joint



implementation among Industry stakeholders across the value chain, leads to improved chemical
management in the Industry, and ultimately improves the livelihoods of consumers and workers, and
the environment. ZDHC Group also carries out activities to drive implementation in the Industry of
sustainable chemicals management guidelines, platforms, solutions and processes by offering training,
consulting, awareness raising and advisory services.

In connection with these activities, ZDHC Group collects and processes different kinds of information
and data from a range of different stakeholders including ZDHC Contributors, third party organisations
that have an official (approved) role within our systems and platforms, Industry partners, users of
ZDHC platforms and individuals acting on behalf of these organisations.

1. Types of Information Collected By ZDHC Group

ZDHC Group collects the following four types of information (including data) (Information).

Personal Information

Many of ZDHC Group Services require the user to sign up for an account. To create an account ZDHC
Group may ask for personal Information such as name, email address, phone number.

Organisational Information

In the case where an individual signs up on behalf of an organisation (legal entity) such as a
corporation, association or other organisation, ZDHC Group may ask for organisational information
such as legal entity, place of business, registered address, adress and contact details, bank and tax
details etc.

Operational Information

Some of the Services provided by ZDHC Group relate to operational information such as general
product information, test reports, and chemical management, sustainability and environmental
information; users may be requested or required to upload such information.

Meta Information

While using ZDHC Group’s Services or viewing content provided by ZDHC Group, ZDHC Group will
automatically collect and store certain information in server logs; ZDHC Group files information such
as internet protocol (IP) addresses, browser type, internet service provider (ISP), referring/exit pages,
platform type, date/time stamp or number of clicks.

2. How Does ZDHC Group Use Information That Is Collected?

In general, all information collected by ZDHC Group aims at and is limited to
providing/maintaining/improving Services or developing new Services in connection with ZDHC Group
goals and activities (see About ZDHC Group). In pursuing this objective ZDHC Group may use the
different types of Information as set out below.

Personal and Organisational Information

Both personal Information and organisational information are used exclusively to grant access to
ZDHC Group’s Services and to allocate any operations and/or transactions within these Services to a
specific user. We always ask explicit consent, having given clear, transparent insight into what
information will be used and how. For rights granted to data subjects in relation to personal data
pursuant to GDPR please see Appendix A - ZDHC Group Privacy Notice.

Operational Information

Operational Information is used only to provide Services that enable and support ZDHC Group to
pursue its mission and vision (see About ZDHC Group). In this context, ZDHC Group may use
operational information for benchmarking and statistical purposes. Operational information is only
disclosed to third parties to the extent that the information provider has agreed in advance to such
disclosure e.g. by explicitly accepting applicable user terms and conditions. In that case, ZDHC Group
will impose the obligation on the third party (to whom the information is disclosed) to only use the
information for purposes related to the goals and objectives of ZDHC Group and with full recognition of
the data providers intellectual property rights.




Meta Information

Meta information is not linked to any identifiable information whether personal, organisational or
operational. It is used exclusively to understand meta information and trends e.g. by producing
statistical reports, monitoring Services and analysis.

Meta information will not be used for purposes other than those set out above unless one of the
following circumstances applies:

1. The data provider/subject provides its express consent.

2. External processing: ZDHC Group provides information to its affiliates or other trusted
businesses or persons to process it, based on ZDHC Group’s instructions and in compliance
with ZDHC Group Privacy Policy and any other appropriate confidentiality and security
measures.

3. Legal reasons: ZDHC Group will share information with companies, organisations (including
governmental authorities) or individuals outside ZDHC Group if ZDHC Group has a belief in
good faith that access, use, preservation or disclosure of the information is reasonably
necessary to meet any applicable law, regulation, legal process or enforceable governmental
request, including outside of the EU. ZDHC Group would use meta Information to

0 enforce applicable user terms of service, including investigation of potential violations

0 detect, prevent or otherwise address fraud, security or technical issues

0 protect against harm to the rights, property or safety of ZDHC Group, the Services
users of the Services or the public, as required or permitted by law.

3. How Can Users Access, Review and Update Information That ZDHC Group Has
Collected?

ZDHC Group strives to enable users of Services who deliver proof of their identity and authorisation to
access, review and update Information that has been provided by them quickly and effectively unless
this infringes the fundamental operating principles or objectives behind the Services in question.

For personal data the data subject should refer to the procedures outlined in the ZDHC Group Privacy
Notice (Appendix A).

Appendix A

ZDHC GROUP PRIVACY NOTICE

Version 1.0 May 2020
Last Update: 11 May 2020

Important Note: The current version of this Privacy Notice will always be available
on https://www.roadmaptozero.com/privacy-notice.

In the event of a discrepancy between the version in this Appendix, the online
version shall apply.

Introduction

This Privacy Notice explains the types of personal datal*! we may collect about you when you interact
with us at the ZDHC Group!® (ZDHC Group). It also explains how we store and handle personal data,
and keep it safe.

We know that there’s a lot of information here, however aim is to fully inform you on what personal
data ZDHC Group collects, how ZDHC Group uses your data and importantly your rights in connection
with your personal data. We hope the following sections will answer any questions you have but if not,
please get in touch with us. See What Are Your Rights? section below for details of how to contact us.




It's likely that we’ll need to update this Privacy Notice from time to time. We'll notify you of any
significant changes, and you’re welcome to come back and check it whenever you wish.

The ZDHC Group works to enable the textile, apparel, and footwear (including leather) industries (the
‘Industry’) to implement sustainable chemical management best practice across the value chain, with
the vision of the widespread implementation of sustainable chemistry, driving innovations and best
practices in the Industry to protect consumers, workers and the environment. ZDHC Group believes
that, providing guidelines, platforms and solutions, fostering collaboration and driving joint
implementation among Industry stakeholders across the value chain, leads to improved chemical
management in the Industry, and ultimately improves the livelihoods of consumers and workers, and
the environment. ZDHC Group also carries out activities to drive implementation in the Industry of
sustainable chemical management guidelines, platforms, solutions and processes by offering training,
consulting, awareness raising and advisory services.

In connection with these activities, ZDHC Group collects and processes different kinds of information
and data from a range of different stakeholders including ZDHC Contributors, third party organisations
that have an official (approved) role within our platforms and solutions, Industry partners and
individuals acting on behalf of those organisations.

With regard to the personal data we collect, we act as a controller of data processing. As such we are
fully responsible for the adherence to the requirements of Regulation (EU) 2016/679 on the protection
of natural persons with regard to the processing of personal data and on the free movement of such
data (General Data Protection Regulation — GDPR).

Our full contact details are:

Stichting ZDHC Foundation
Watersteeg 3

1012 NV, Amsterdam

The Netherlands

E-Mail: media@zdhc.org

Our Basis for Holding Personal Data
The law on data protection sets out a number of different reasons for which an organisation may
collect and process your personal data, including:

Consent

In specific situations, we can collect and process your data with your consent. For example, when you
tick (check or select) a box to receive email newsletters. When collecting your personal data, we’'ll
always make clear for you which data is necessary in connection with particular activities, platforms
and solutions. You can also opt out at any time.

Contractual obligations

In certain circumstances, we need your personal data to comply with our contractual obligations.
Information such as your name, contact details or place of work may be needed as part of creating a
contract with a ZDHC Group entity.

Legal compliance

If the law requires us to, we may need to collect and process your personal data. For example, we may
need to hold onto your name, address, organisation data, and payments made to any ZDHC Group
entity for auditing and tax purposes.

Legitimate interest

In specific situations, we require your data to pursue our legitimate interests in a way which might
reasonably be expected as part of operating the activities of the ZDHC Group and any related activities
and services and which does not materially impact your rights, freedom or interests.

For example, if you set up an account in our event registration tool and purchase an event ticket from
us:
o We will collect your address details and VAT number to generate your invoice;



We will pass your name and job title onto a printer for printing an event name badge for attending
an event we are hosting;

We will use your email address details to send you the event agenda and any updates on the
event

We may ask for feedback on the event.

When Do We Collect Your Personal Data?

We collect your personal data in a range of circumstances amongst others:

1.

When you visit our websites and platforms, and use your user account to:

0 Participate in ZDHC Group offered programmes, platforms and solutions e.g. assessment
platforms such the Leader to Zero Programmes; stakeholder management platforms for
Contributors and laboratories; and collaboration/engagement platforms such as the ZDHC
Intranet or the MRSL Submission Platform and supplier platforms such as the Implementation
HUB Supplier Platform.

0 Buy tickets to an event or meeting for example the ZDHC Annual Meeting, other ZDHC Group
Meetings or events.

When you create an account with us on our platforms (or other systems) and/or when you need
personal details changed or updated.

When your organisation applies to become and, if approved becomes, one or more of the following
types of organisations, we request personal contact information which is in support of the
organisational information and which is necessary for efficient management:

0 A ZDHC Contributor or Friend of ZDHC.
0 A ZDHC Accredited Training Provider (ATP).

0 A ZDHC Accepted Certification Standard (or Laboratory) within the ZDHC Gateway - Chemical
Module.

0 A ZDHC Provisionally Accepted Laboratory within the ZDHC Gateway - Wastewater Module.

0 An Implementation HUB approved or accepted third party solution or service provider listed
and/or profiled on https://www.implementation-hub.org/

When you download or install any apps we work with.

When you register to attend a ZDHC hosted webinar or other virtual meeting or event being hosted
remotely, digitally.

When you contact us by any means with queries, complaints etc.
When you ask one of our team or other relevant stakeholders to send you information or answer a
query on ZDHC Group activities including and not limited to ZDHC Roadmap to Zero Programme

or Implementation Hub activities, platforms and solutions.

When you choose to complete any ZDHC Group surveys we send to you and request you to
complete.

When you agree to collaborate on creating a case study or any other marketing material, or
participate in a pilot.

10. When you download the official ‘Detoxing the Fashion Industry for Dummies’ book.

Before we get into more detail we want to be clear that we do not:

1.

Collect the following personal data:
e When you engage with us on our social media channels.
e About children.



e The great majority of personal data falling with the following categories of sensitive data:
physiological data, mental identity, economic identity, social identity, racial or ethnic origin,
political opinions, religious or philosophical beliefs, trade union membership, health, sex life,
sexual orientation, genetic data, biometric data or criminal offences/convictions.

2. Sell personal data to any third parties.

What Personal Data Do We Collect?

If you have a web account with us, e.g. on any ZDHC Group platform, the ZDHC Intranet or our event
registration tool, we will collect: your name, billing/delivery address, email and telephone number. For
your security and to reset your password (when requested by you) we also keep an encrypted record
of your login password.

Details of your interactions with us through email, face to face, telephone/conference
calls/webinars/virtual meetings and events will be stored on our customer relationship management
system.

When you make a purchase on our event tool we will see some encrypted information on your credit or
payment card number.

Where the law requires this, copies of documents you provide to us to prove your age or identity for
example your passport / driver's licence. This is likely to include details of your full name, address, date
of birth and a facial image, gender and nationality. All such provided data is not stored by us and is
deleted after we have used it only for this legally required purpose.

Details of your visits to our websites or apps by way of an IP address.
Information gathered by the use of cookies in your web browser.
Of course, it's always your choice whether you share such personal data with us.

How and Why Do We Use Your Personal Data?

We want to give you the best possible experience of dealing with the ZDHC Group. One way to
achieve that is to create the richest picture we can of you by combining the data we have on you. We
then use this to offer you opportunities to engage and/or collaborate that are most likely to interest you.
For example, perhaps you don’t want to become a ZDHC Contributor, and would rather engage in the
ZDHC Gateway or perhaps become a ZDHC Accredited Training Provider or another third party
approved solution/services provider for implementation activities. By gathering a certain amount of
information, we can communicate and engage with you more effectively. The data privacy law allows
this as part of our legitimate interest in understanding our stakeholders and providing the highest levels
of service.

Of course, if you wish to change how we use your data, you'll find details about how to do that in the
‘What Are Your Rights? section below.

Remember, if you choose not to share your personal data with us, or refuse certain contact
permissions, we might not be able to provide some services you've asked for. For example, if you've
asked us for updates on events, but withdrawn your email address data, we may not be able to provide
this kind of information. Or if you have registered to attend a ZDHC Group webinar or digitally hosted
meeting or event and then removed contact details through which we would send you the link to join it.

Here are some more specific information on how we’ll use your personal data and why:

1. To process any orders you make to attend a ZDHC Group hosted or co-hosted paid for event by
using ZDHC Group event registration tools. If we don’t collect your personal data during checkout,
we won'’t be able to process your order and comply with our legal obligations. Your details may
need to be passed to a trusted third party to provide a payment gateway for you to purchase an
event ticket. We may keep your details for a reasonable period afterwards only to fulfil any
contractual obligations such as refunds.

2. To respond to your queries, refund requests and complaints. Handling the information you send
enables us to respond. We may also keep a record of these to inform any future communication
with us and to demonstrate how we communicated with you throughout. We do this on the basis of



our contractual obligations to you, our legal obligations and our legitimate interests in providing you
with the best service and understanding how we can improve our service based on your
experience.

3. To protect our business and your account from fraud and other illegal activities. This includes
using your personal data to maintain, update and safeguard your account. We’ll also monitor your
browsing activity with us to quickly identify and resolve any problems and protect the integrity of
our websites. We'll do all of this as part of our legitimate interest.

4. To process payments and to prevent fraudulent transactions. We do this on the basis of our
legitimate business interests. This also helps to protect our customers from fraud.

5. If we discover any criminal activity or alleged criminal activity, we will process this data for the
purposes of preventing or detecting unlawful acts.

6. We always strive to protect the brand equity of any organisations who support the work of the
ZDHC Group and will act immediately in the event of a breach of ZDHC Group guidelines thereof.

7. With your consent, we will use your personal data, preferences and details of your transactions to
keep you informed by email, web, telephone or otherwise about relevant events, meetings,
sponsorships and so forth that may be of interest to you.

8. To send you communications required by law or which are necessary to inform you about our
changes to the services we provide you. For example, updates to this Privacy Notice, and legally
required information relating to your activities with the ZDHC Group. These messages will not
include any promotional content and do not require prior consent when sent by email or text
message. If we do not use your personal data for these purposes, we would be unable to comply
with our legal obligations.

9. To develop, test and improve the systems, services and offerings we provide to you. We’'ll do this
on the basis of our legitimate business interests. For example, we’ll record your browser’s Session
ID to help us understand more when you leave us online feedback about any problems you're
having.

10. To comply with our contractual or legal obligations to share data with law enforcement. For
example, when a court order is submitted to share data with law enforcement agencies or a court
of law.

11. To send you survey and feedback requests to help improve our services and activities. These
messages will not include any promotional content and do not require prior consent when sent by
email. We have a legitimate interest to do so as this helps make our products or services more
relevant to you.

Of course, you are free to opt out of receiving these requests from us at any time by updating your
preferences in your online account.

To build a rich picture of who you are and what you like, and to inform our business decisions, we’ll
combine data captured from across the ZDHC Group and third parties such as our data processors
and as we have described in the section 'What Personal Data Do We Collect?'. We do this on the
basis of our legitimate business interest.

For example, by combining this data, this will help us decide which activities or content to share with
you.

Sometimes, we’ll need to share your details with a third party who is providing a service (such as a
payment gateway). We do so to maintain our (contractual) obligation to you — for example to host and
deliver a paid for event. Without sharing your personal data, we’'d be unable to fulfil your request.

Combining Your Data For Personalised Direct Marketing

We want to bring you information most relevant to your interests at particular times. To help us form a
better, overall understanding of your needs, we combine your personal data gathered across ZDHC
Group as described above, for example your event ticket purchasing history. For this purpose, we
combine the data that we collect directly from you with data that we obtain from third parties to whom
you have given your consent to pass that data onto us. By doing so we practice automated decision-
making within the meaning of GDPR.

How We Protect Your Personal Data
We know that data security matters to all our stakeholders. We treat your personal data with the
utmost care and take all appropriate steps to protect it.




We secure access to all transactional areas of the ZDHC intranet and apps using ‘https’ technology.

Access to your personal data is password-protected, and sensitive data such as payment card
information is secured and tokenised to ensure it is protected.

We monitor our system for possible vulnerabilities and attacks, continuously enhance our data
protection processes and carry out penetration testing to identify ways to further strengthen security.

How Long Will We Keep Your Personal Data?

Whenever we collect or process your personal data, we’'ll only keep it for as long as is necessary for
the purpose for which it was collected. Put another way, we will not hold onto or store personal data
that is no longer needed.

At the end of an appropriate and reasonable retention period, your data will either be deleted
completely or anonymised, for example by aggregation with other data so that it can be used in a non-
identifiable way for statistical analysis and business planning.

Here are some examples of customer data retention periods:

e Event Tickets - when you buy an event ticket, we’ll keep the personal data you give us for a
maximum of one year so we can comply with our legal and contractual obligations.

e Newsletter Subscriptions - when you have a regular subscription with ZDHC Group, we’ll keep the
personal data you give us for a maximum of three years so we can comply with any legal and
contractual obligations.

Who Do We Share Your Personal Data With?

We sometimes share your personal data with trusted third parties such as contracted data processors.
For example, payment gateways. Here’s the policy we apply to these organisations to keep your data
safe and protect your privacy:

e We provide only the information they need to perform their specific contractually agreed services.

e They may only use your data for the exact purposes we specify in our contract with them.

e We work closely with them and monitor their activities to ensure your privacy is respected and
protected at all times.

e If we stop using their services, any of your data held by them will either be deleted or rendered
anonymous.

Examples of the kind of third parties we work with are:

e |IT companies who support our websites, platforms and other business systems.

Operational companies such as delivery couriers.

e Companies who help us manage our electronic communications with you or through whom we
deliver virtually hosted online ZDHC Group meetings and events.

e Payment gateway providers to facilitate handling payments for event tickets and other payments
within our platforms and services.

We generally do not share your data with third parties for their own purposes and when we do it’s in
very specific circumstances, for example:

e With your consent, given at the time you supply your personal data, we may pass that data to a
third party such as a collaboration partner for their direct marketing purposes.

e For example, if we run a joint event with another party, and you agree to receive direct
communications from them e.g. following the SAC-ZDHC Manufacturer Forums.

e For fraud management, we may share information about fraudulent or potentially fraudulent activity
in our premises or systems. This may include sharing data about individuals with law enforcement
bodies.

e We may also be required to disclose your personal data to the police or other enforcement,
regulatory or Government body, in your country of origin or elsewhere, upon a valid request to do
so. These requests are assessed on a case-by-case basis and take your privacy into
consideration.



To help personalise your journey through our websites and platforms we currently use the following
companies and/or products that will process your personal data as part of their contracts with us:

ADEC Innovations; Amfori; consulting 1x1 GmbH; Google; Mailchimp; matomo Analytics; Concord;
Copper; Poll Everywhere; SmartSheet; Stripe; Survey Monkey; Van Tunen & Partners; webflow;
WeTransfer; Zoom; 6Connex.

In this context we may transfer your personal data to IT infrastructure located in the United States of
America. The transfer is covered by adequacy decision (EU) 2016/1250 as of 12t July 2016. ZDHC's
partners processing the personal data complies to the Privacy Shield Agreement.

What Are Your Rights?

You have the right to request:

1. Access to the personal data we hold about you, free of charge.

2. The correction of your personal data when incorrect, out of date or incomplete.

For example, when you withdraw consent, or object and we have no legitimate overriding interest,
or the purpose for which we hold the data has come to an end (such as the end of an event).

3. That we stop using your personal data for direct marketing (either through specific channels, or all
channels).

4. That we stop any consent-based processing of your personal data after you withdraw that consent.
Whenever you have given us your consent to use your personal data, you have the right to change
your mind at any time and withdraw that consent.

5. Review by a ZDHC Group staff member of any decision made based solely on automatic
processing of your data (i.e. where no human has yet reviewed the outcome and criteria for the
decision).

6. In cases where we are processing your personal data on the basis of our legitimate interest, you
can ask us to stop for reasons connected to your individual situation. We must then do so unless
we believe we have a legitimate overriding reason to continue processing your personal data.

You always have the right to request a copy of any information about you that ZDHC Group holds at
any time, and to have that information corrected if it is inaccurate.

To ask for your information or request it to be amended, please email media@zdhc.org, or update the
setting in your online account.

If we choose not to action your request we will explain to you the reasons for our refusal.

You have the right to stop the use of your personal data for direct marketing activity through all
channels, or selected channels. We must always comply with your request.

To protect the confidentiality of your information, we will ask you to verify your identity before

proceeding with any request you make pursuant to this Privacy Notice. If you have authorised a third
party to submit a request on your behalf, we will ask them to prove they have your permission to act.

How Can You Stop The Use Of Your Personal Data For Direct Communications?

There are several ways you can stop receiving direct communications e.g. our newsletters from us:

0 Click the ‘unsubscribe’ link in any email communication that we send you. We will then stop any
further emails from us.

0 Please note that you may continue to receive communications for a short period after changing
your preferences while our systems are fully updated.

Contacting the Requlator




Finally, if you feel that your personal data has not been handled correctly by ZDHC Group, or you are
unhappy with our response to any requests you have made to us regarding the use of your personal
data, you have the right to lodge a complaint with the Dutch Data Protection Authority (Dutch DPA):

Postal address

Autoriteit Persoonsgegevens
Postbus 93374

2509 AJ DEN HAAG

Telephone number: (+31) (0)70 888 85 00
Fax: (+31) (0)70 888 85 01

If you are based outside the Netherlands, you have the right to lodge your complaint with the relevant
data protection regulator in your country of residence.

Further queries?
We hope this Privacy Notice has been helpful in setting out the way we handle your personal data and
your rights to control it.

Email us at media@zdhc.org
Or write to us at ZDHC Foundation, Watersteeg 3, 1012 NV, Amsterdam, The Netherlands

Stichting ZDHC Foundation Terms and Conditions for Access to and Use of the ZDHC Intranet
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(1] ZDHC Group includes Stichting ZDHC Foundation, Implementation Hub B.V. and any other wholly or majority owned legal
entities of either.

(2 This privacy policy covers a range of information and data types and including ‘personal data’ within the meaning of the EU
General Data Protection Regulation.

3] Throughout this policy ZDHC Group uses the words ‘information’ and ‘data’ interchangeably and to mean the same thing.
[414 Throughout this Privacy Notice we use the words data and information interchangeably and to mean the same
thing.

(5] This Privacy Notice applies to the activities of the ZDHC Group including Stichting ZDHC Foundation,
Implementation Hub B.V. and any other wholly or majority owned legal entities of either.



